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Certification 

(a) For the purposes of Business and Professions Code section 4034, and the delivery and receipt of electronic pedigrees, “certification” shall refer to the process by which each participant in the supply chain confirms and attests to the accuracy of electronic pedigrees transmitted or received in conjunction with delivery, transfer, receipt, or acceptance of corresponding dangerous drugs. 

(b) Prior to or contemporaneous with any delivery or other transfer of a dangerous drug pursuant to a transaction requiring transmission and receipt of an electronic pedigree, the delivering or transferring party (hereinafter, the “source”) shall transmit to the buying, receiving, or accepting party (hereinafter, the “recipient”) via a secured electronic transmission, the electronic pedigree corresponding to the dangerous drug being delivered or transferred, including every change of ownership of the dangerous drug from its initial manufacture through to the transaction between source and recipient, tracked at the smallest package or immediate container as defined in section 4034, subdivision (d).  The electronic pedigree transmitted by the source to the recipient shall include, as to each such individual unit, at least the following: 

(1) The name and principal address of the source, and the federal or state registration and/or license number held by the source that permits transfer from the source to the recipient.  If more than one registration or license held by the source would permit the transfer, then the source may elect to include one or more than one of the eligible numbers. 

(2) The trade or generic name of the dangerous drug, the quantity of the dangerous drug, its dosage form and strength, the date of the transaction, the sales invoice number or, if the sales invoice number is not immediately available, a customer-specific shipping reference number linked to the sales invoice number, the container size, the number of containers, the expiration dates, and the lot numbers. 

(3) For each owner of the dangerous drug prior to and including the source and the recipient, the business name, address, and federal or state registration and/or license number(s) permitting sale or transfer, and the dangerous drug shipping information, including the name and address of each person certifying delivery or receipt of the dangerous drug. 

(4) A certification under penalty of perjury from a responsible party of the source that the information contained in the pedigree is true and accurate. 

(5) The unique identification number affixed to the smallest package or immediate container. 

The electronic pedigree provided by the source to the recipient shall include a digital signature by a responsible party for the source that prevents any alteration, tampering, or other change to the pedigree, and that guarantees that the data is immutable and non-repudiable by the source.
 
The certification under penalty of perjury by a responsible party for the source shall attest that, to the best of the ability of the responsible party to know or determine, the information contained in the pedigree is true and accurate.  By so attesting, the responsible party confirms that the source has verified the prior transaction history and corresponding certifications for the dangerous drug to the best of its ability, that there is nothing in the prior transaction history that raises suspicion, and that the information in the pedigree corresponds to the dangerous drug being transferred.

(c) Prior to or contemporaneous with receiving a delivery or other transfer of a dangerous drug pursuant to a transaction requiring the transmission and receipt of an electronic pedigree, the recipient shall receive an electronic pedigree from the source that corresponds to the dangerous drug being delivered or transferred.  The recipient shall certify receipt of the dangerous drug by verifying the prior transaction history and corresponding certifications for the dangerous drug to the best of its ability, confirming there is nothing in the transaction history that raises suspicion, verifying correspondence between the pedigree data and the dangerous drug received, and by including in the pedigree a digital signature by a responsible party for the recipient that prevents any alteration, tampering, or other change to the pedigree and that guarantees that the data is immutable and non-repudiable by the recipient.


Inference 

(a) Pursuant to Business and Professions Code sections 4034 and 4163.3, participants in the distribution chain for dangerous drugs, including manufacturers, wholesalers, or pharmacies furnishing, administering, or dispensing dangerous drugs, shall distribute and receive electronic pedigrees, and verify and validate the delivery and receipt of dangerous drugs against those pedigrees at the unit level, except where the board by regulation defines circumstances under which participants in the distribution chain may infer the contents of a case, pallet, or other aggregate of individual units, packages, or containers of dangerous drugs, from a unique identifier associated with the case, pallet, or other aggregate, without opening each case, pallet, or other aggregate or otherwise individually validating each unit. This regulation defines the limited circumstances under which such an inference will be acceptable. 

(b) For the purposes of this section, to “infer” or to rely on an “inference” means that a supply chain participant, in reliance on electronic pedigree information received from a trusted trading partner which provides hierarchical relationships between those unique identifiers affixed to the smallest packages or immediate containers and those unique identifiers affixed to the aggregate container (a case or pallet) into which the smallest packages or immediate containers are placed for purposes of distribution, substitutes scan or review of the unique identifier affixed to the aggregate container for a scan or review of the unique identifiers affixed to the smallest packages or immediate containers contained therein, for purposes of certifying delivery or receipt. The supply chain participant then “infers” that the smallest packages or immediate containers within the aggregate container are what they are expected to be, based on the hierarchical pedigree information, and pairs expected shipments and receipts with the actual physical individual units without opening the sealed aggregate container and scanning or reviewing its contents. 

(c) Recipients in the supply chain may infer the smallest package or immediate container contents of a sealed case bearing the original, unbroken, seal or tape affixed by the manufacturer, without breaking the seal, thereby relying on the unique identifier affixed to the sealed case and the inference that hierarchical data relationships between the case identifier and the individual unit identifiers as stated in the electronic pedigree have been correctly stated and remain true, and accurately describe the case contents, only under the following circumstances: 

(1) Where the source has transmitted to the recipient prior to receipt of the sealed case a certified electronic pedigree record establishing a hierarchical data relationship between the unique identifier affixed to the sealed case and the individual unit identifiers; 

(2) Where the electronic pedigree data was received via a secured electronic transmission, and includes a digital signature by a responsible party for the source that prevents any alteration, tampering, or other change to the pedigree and that guarantees that the data is immutable and non-repudiable by the source; 

(3) Where the case is and has remained sealed with the original, unbroken, seal or tape affixed by the manufacturer, and shows no signs of tampering or being opened; 

(4) Where the sealed case is homogenous, i.e., contains only one dangerous drug product, and contains no more than forty-eight (48) units of that dangerous drug product; 


(5) Where the sealed case and accompanying pedigree data were received from a trusted trading partner.  For the purposes of this section, a “trusted trading partner” is a source: 
a. with which the recipient has an established relationship and existing contract; 
b. for which the recipient has verified the federal or state registration and/or license number held by the source that permits transfer from the source to the recipient; 
c. with which the recipient has established agreed and mutually-executed standard operating procedures (SOPs) that define, at minimum, the requirements to gain and maintain “trusted trading partner” status, the circumstances under which an inference will be deployed, the limitations on that deployment, the sampling plan for sampling sealed, homogenous cases for continued compliance, and the means and time limits for remediation of any data or product discrepancies discovered; 
d. from which the recipient has received at least five (5) shipments of sealed cases containing homogenous products, has physically verified the individual unit contents, and certified 100% accuracy of the electronic pedigree data received – detailed records of this verification process and the results of the inspections shall be kept and made available for inspection upon request by an authorized officer of the law or by an authorized representative of the board; 
e. for which there has been no prior need for manual intervention with regard to any sealed cases previously received, other than individual unit identifier scans; 
f. for which there is written approval by the recipient’s compliance manager, signed under penalty of perjury and maintained for review by the board for as long as the status persists, of “trusted trading partner” status for the source; and 
g. with which there is a written agreement in place specifying the means and time limits of remediation of, and the apportionment of liability for, any discrepancies discovered in either the electronic pedigree data or the drug products received; 

(6) Where the source and recipient have agreed and mutually-executed standard operating procedures (SOPs) that define, at minimum, the requirements to gain and maintain “trusted trading partner” status, the circumstances under which an inference will be deployed, the limitations on that deployment, the sampling plan for sampling sealed, homogenous cases for continued compliance, and the means and time limits for remediation of any data or product discrepancies discovered, and where the source and recipient have a written agreement in place specifying the means and time limits of remediation of, and the apportionment of liability for, any discrepancies discovered in either the electronic pedigree data or the drug products received, either or both of which shall be made immediately available for inspection by an authorized officer of the law or by an authorized representative of the board, upon request; 

ADDITIONAL CONCEPTS: 
(A) Sampling/audits must be at least at the level of ANSI/ASQZI.4-2008, Special Level S-1 and the single sampling plan for normal inspections; 
(B) When sealed case is opened, its entire contents must be immediately scanned; 
(C) Any discrepancies discovered in data or products must be remedied within 48 hours; 
(D) The pedigree data must indicate that an inference was deployed for the certifications; 
(E) Liability must be shared by all parties propagating or relying on the inference.


Inspection 

(a) Pursuant to Business and Professions Code sections 4081 and 4105, electronic pedigree records are among the records of manufacture, sale, acquisition, or disposition of dangerous drugs that shall be at all times during business hours open to inspection by authorized officers of the law, that shall be preserved for at least three years from the date of making, and that shall be at all times retained on the licensed premises in a readily retrievable form. 

(b) Electronic pedigree records shall be maintained so that the pharmacist-in-charge, the pharmacist on duty if the pharmacist-in-charge is not on duty, or, in the case of a veterinary food-animal drug retailer or wholesaler, the designated representative on duty, shall, at all times during which the licensed premises are open for business, be able to produce a hard copy and electronic copy of the electronic pedigree records. 

(c) Upon request by an authorized officer of the law or by an authorized representative of the board, the electronic records shall be made immediately available in electronic format for duplication or download, duplicated or printed into a paper format, or both, as directed. 

(d) Each licensed premises shall have available a scanner and terminal that may be used by an authorized officer of the law or by an authorized representative of the board to access electronic pedigree record information regarding the smallest package or immediate container for any dangerous drug by, among other things, scanning the unique identification number affixed to the smallest package or immediate container and accessing the corresponding pedigree.
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